Abstract. Luby and Racko idealized DES by replacing each round function with one large random function. In this paper, we introduce a primitive-wise idealization in which some of the primitive operations of the round function are left untouched and some of them are replaced with small random functions or permutations. We then prove that a four round primitive-wise idealized RC6 is not a pseudorandom permutation and a three round primitive-wise idealized Serpent is a superpseudorandom permutation.
Introduction
There are ve AES nalists, RC6, Serpent, MARS, Two sh and Rijndael. RC6 was proposed by Rivest et.al. 6 ] as a successor of RC5. RC6 makes essential use of data-dependent rotations in the new structure. It also includes the use of four working registers and the inclusion of integer multiplication as an additional primitive operation. Serpent was proposed by Anderson et.al. 1] . Each round of Serpent has 32 parallel S-boxes and a following linear transformation of 128 bits. MARS was proposed by Burwick et.al. 2] . It uses a so called type-3 Feistel structure. Two sh was proposed by Schneier et.al. 7] . It has a 16 round Feistel structure. Rijndael was proposed by Daemen et.al. 3] . Its round transformation consists of three distinct invertible uniform transformations.
We consider the security of block ciphers in two ways, pseudorandomness and super-pseudorandomness.
{ Pseudorandomness means that no attacker with polynomially many encryption queries can distinguish between the block cipher and a truly random permutation. This security corresponds to a chosen plaintext attack.
{ Super-pseudorandomness means that no attacker with polynomially many encryption and decryption queries can distinguish between the block cipher and a truly random permutation. This security corresponds to a chosen plaintext and ciphertext attack.
Note that super-pseudorandomness implies pseudorandomness.
Luby and Racko idealized DES by replacing each round function with one large random function. Then they showed that the idealized three round DES yields a pseudorandom permutation and the idealized four round DES yields a super-pseudorandom permutation 4]. Maurer gave a simpler proof for nonadaptive adversaries 5].
For this kind of idealization, the three round idealized Two sh is a pseudorandom permutation and the four round idealized Two sh is a super-pseudorandom permutation because Two sh has the same Feistel structure as DES. MARS has a so called type-3 Feistel structure. At the rump session of AES2, Vaudenay and Moriai claimed that the ve round idealized MARS is a pseudorandom permutation 8].
In this paper, we introduce a primitive-wise idealization in which some of the primitive operations of the round function (e.g., linear transformations and etc.) are left untouched and some of them (e.g., S-boxes and etc.) are replaced with small random functions or permutations. It is not known whether such a primitive-wise idealized DES is pseudorandom (or super-pseudorandom). Similarly, the same problem is open for all the AES candidates.
We solve this problem for RC6 partially, and solve for Serpent. We rst idealize RC6 by replacing only an \x (2x + 1)"operation with a pseudorandom function. The data-dependent rotation parts and the connections among the four registers are left untouched because they are the main properties of RC6. We then prove that the four round primitive-wise idealized RC6 is not a pseudorandom permutation for non-adaptive adversaries.
Serpent is idealized similarly. The linear transformation parts are left untouched and only the S-boxes are replaced with small pseudorandom permutations. We then prove that the two round primitive-wise idealized Serpent is not a pseudorandom permutation and the three round primitive-wise idealized Serpent is a super-pseudorandom permutation for non-adaptive adversaries.
A similar analysis for Rijndael, MARS, and Two sh is now in progress. Our results are stronger than the previous results for DES, Two sh 4] and MARS 8] because our idealization assumes weaker and smaller modi cations of the ciphers. This paper is organized as follows. In Section 2, we review the security model and the pseudorandomness of Two sh and MARS. The primitive-wise idealized RC6 is studied in Section 3 and the primitive-wise idealized Serpent is studied in Section 4. In this paper, we consider a non-adaptive distinguisher, i.e., a distinguisher that sends all the queries to the oracle at the same time.
Pseudorandomness of Idealized Two sh
Two sh has the same Feistel structure as DES shown in Fig. 1 . In the above de nition, a+b is an addition modulo 2 w , a b is a bitwise exclusiveor of two w bits words, a b is a multiplication modulo 2 w and a < < < b denotes to rotate a w bits word a to the left by x, where x is the number given by the least signi cant lg w bits of b and lg w denotes the base-two logarithm of w. Note that 1. We replace t and S 2i] with f 2i , and u and S 2i + 1] with f 2i+1 . 2. However, we leave the data-dependent rotations < < < t, < < < u and the connections among the four registers untouched because they are the main properties of RC6.
Pseudorandomness of Primitive-wise Idealized RC6
The primitive-wise idealized RC6 is illustrated in Fig. 3 , where x = (x 0 ; x 1 ; x 2 ; x 3 ) denotes a plaintext, z = (z 0 ; z 1 ; z 2 ; z 3 ) and w = (w 0 ; w 1 ; w 2 ; w 3 ) denote ciphertexts of the three and four round primitive-wise idealized RC6, respectively. Each of x i , z i , and w i is n=4 bits long.
Theorem 3.1. The four round primitive-wise idealized RC6 is not a pseudorandom permutation.
Proof. Let C be the set of permutations over f0; 1g n obtained from the four round primitive-wise idealized RC6. We consider a distinguisher A such as follows. Suppose that the oracle implements the truly random permutation ensemble C . Then for any xed x (1) and x (2) satisfying ( and the output of f 2 for x (1) is equal to that for x (2) , Pr( 
S-Boxes:
The 128 bits combination of input and key is considered as four 32 bits words. The S-box is applied to these four words, and the result is four output words. The CPU is employed to execute the 32 copies of the S-box simultaneously, resulting with S i (B i ; K i ). Each S-box is a permutation over f0; 1g X 0 := X 0 < < < 13 X 2 := X 2 < < < 3 X 1 := X 1 X 0 X 2 X 3 := X 3 X 2 (X 0 < < 3) X 1 := X 1 < < < 1 X 3 := X 3 < < < 7 X 0 := X 0 X 1 X 3 X 2 := X 2 X 3 (X 1 < < 7) X 0 := X 0 < < < 5 X 2 := X 2 < < < 22 B i+1 := X 0 ; X 1 ; X 2 ; X 3 ; where < < < denotes rotation, and < < denotes shift.
The e ect of the linear transformation is that each plaintext bit a ects all the data bits after three rounds. This can be detailed as follows. 4 output bits of some S-box in the rst round are expanded by the linear transformation, so that they are input bits to m S-boxes in the second round. Then the 4m output bits of these m S-boxes are expanded so that they become input bits to the 32 S-boxes in the third round. The maximum value of m is 19, and the minimum is 17.
We idealize Serpent as shown in Fig. 5 and:
1. Let n = 128 k denote the length of a plaintext. 3. In the linear transformation, a < < < b is replaced with a < < < bk, and a < < b is replaced with a < < bk.
Note that we leave the linear transformation part untouched except the above modi cation.
Pseudorandomness of Primitive-wise Idealized Serpent
The three round primitive-wise idealized Serpent is illustrated in Fig. 6 . Let We rst prove the following theorem.
Theorem 4.1. The two round primitive-wise idealized Serpent is not a pseudorandom permutation.
Proof. Let C be the set of permutations over f0; 1g n obtained from the two round primitive-wise idealized Serpent. We consider a distinguisher A such as follows. = LT ?1 (z (1) ) and v (2) = LT ?1 (z (2) ). Consequently, Adv A is non-negligible. Hence, the two round primitive-wise idealized Serpent is not a pseudorandom permutation. u t
The above theorem implies that the two round primitive-wise idealized Serpent is not a super-pseudorandom permutation.
We next prove the following theorem. Let E zt be the event that z (1) t ; : : : ; z (p) t are all distinct for t = 0; : : : ; 31, and let E z be the event that all E z0 ; : : : ; E z31 occur. If E z occurs, then, y (1) ; : : : ; y 
